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Abstract

Time management is an important aspect of
real-time computation. Commercial high perfor-
mance processors provide little or no support for
management of time. In this paper, we propose a
time-management unit which can greatly help im-
prove the performance of a real-time system. The
proposed unit can be added to any processor ar-
chitecture without affecting its performance. We
also describe how the unit helps to solve the clock
synchronization problems in a distributed real-time
network.

Keywords: Real-time systems, Microarchitec-
ture, Clock synchronization, Time-based schedul-

ing.

1 Introduction

Accurate time management functions are re-
quired for scheduling real-time tasks to meet their
deadlines. Time-based scheduling techniques [2]
make use of the worst-case execution time esti-
mates of the tasks to generate deterministic sched-
ules for hard real-time systems. With the advent of
gigahertz processors, considerable amount of com-
putations can be done in a very short period of
time, opening up new opportunities for realizing
time-based systems with nanosecond accuracies.
This, in turn, demands accurate timing mecha-
nisms for scheduling real-time tasks. A fast and ac-
curate time keeping mechanism, such as a system
clock, with fine granularity is therefore essential
to implement such precise time-based scheduling
schemes. The fast internal clock of modern proces-
sors is a potential source to realize a system clock
with such fine granularity. Unfortunately, modern
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high performance processors hardly provide any
support to make use of the on-chip clocks to imple-
ment time-based systems. Some of the embedded
microprocessors such as Intel 80x196, Intel386 EX,
and microprocessors such as Pentium Pro [3] pro-
vide on-chip timers driven by the processor clock to
implement system clocks with better time granular-
ity. Systems that do not use such processors usu-
ally use an external hardware timer [4, 5] interfaced
to the processor bus. However, these timers have
been known to “lose time” during operation [6].
For example, in order to set a new value for the
timer, usually a register has to be updated. Unfor-
tunately certain events such as cache/TLB misses,
DMA and high priority interrupts can preempt the
execution of time management functions. This can
cause a delay in updating the timer register and
make the system clock lose time.

By moving all the time management functions
into the processor microarchitecture, one can alle-
viate the above mentioned problems and provide a
more flexible solution for the management of time.
We believe that the time management functions
should be made an essential feature of the pro-
cessors used in real-time systems. In this paper,
we propose a hardware architecture of an accurate
time management unit for such processors. The
following are the basic functionality required for
such an accurate time management unit.

e A mechanism to implement a monotonic clock.
Monotonicity of the clock is very important
because distributed applications assume that
time-stamps produced by a clock always in-
crease monotonically [7].

¢ An automatic mechanism to register the time
of occurrence of user-defined events. This
property is essential to accurately time-stamp
events in a real-time system.



¢ A deterministic and atomic mechanism to read
and update the system time.

e A hardware register to hold system time to the
required resolution and a mechanism to incre-
ment the system time without any software
intervention.

e A mechanism to compensate for clock drifts
(internal and external) to maintain a consis-
tent global time.

A fast and accurate time keeping mechanism can
also be of help in implementing robust real-time
distributed computing systems. Solutions to sev-
eral important problems in distributed computing
can be simplified if a global time base is available in
the system [8, 9]. Maintaining a consistent global
notion of time in a distributed computing envi-
ronment involves synchronization of all the local
clocks. Clock synchronization problem has been
studied extensively in the past and several solu-
tions have been proposed [10, 11, 12, 13, 14, 15].
However, most of these solutions depend either on
special purpose hardware or complicated protocols.
This will add extra processing overhead and com-
plexity to the system, thereby increasing the clock
skews in a distributed system. The proposed time
management unit can be used to achieve very accu-
rate synchronization of local clocks with little over-
head.

Distributed real-time systems such as process
control and data acquisition systems often demand
an additional capability to accurately time stamp
sensor data and events. For example, in a dis-
tributed process control system, in order to deal
with “alarm conditions”, we often need to know
the exact sequence of events that caused the alarm
condition and the time of occurrence of the events.
A time-stamping mechanism with fine granularity
is therefore required to resolve the precedence of
such close events. The proposed time management
unit provides an automatic time-stamping mecha-
nism for identifying and time-stamping events with
high resolution.

The rest of this paper is organized as follows. In
section 2, we explain the drawbacks of traditional
time management techniques used in real-time sys-
tems. The architecture of the proposed time man-
agement unit is described in section 3. We explain
how our solution helps to solve the clock synchro-
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Figure 1: A node of a typical distributed real-time
system

nization problem in section 4. In section 5, we

review the related work done by other researchers.

2 Time management in Real-Time Sys-
tems

The heart of a real-time system is the sched-
uler that makes important decisions such as, se-
lecting a ready task for scheduling, and making
decisions on when and how long each one of the
tasks in the system are to be executed. Most of the
real-time schedulers make use of a time-out mech-
anism to preempt the currently executing task and
schedule the next task in the ready list, based on
the scheduling algorithm used. Clearly, this tim-
ing mechanism should be very accurate, otherwise
the tasks could be scheduled to run early or late
and/or the task could be executed for longer or
shorter amount of time than required, resulting in
lower processor utilization and missed deadlines.
In other words, the correctness of the scheduling
scheme directly depends on the timing mechanism
used to implement it. Often the same timing mech-
anism is used to maintain the local (time-of-day or
-year) clock of the system.

A typical node of a distributed real-time system
makes use of an external timer chip as shown in
Figure 1 for time management. The most com-
mon timing technique is based on a system clock
(software counter) in the memory updated by the
timer-tick interrupts generated by a fixed inter-
val timer [16, 17]. The main disadvantage of this
method is the coarse granularity of the system
clock, the software timing mechanism, which is typ-
ically of the order of milliseconds. This limitation
arises because of the overheads associated with the
timer-tick interrupt processing, which involves sav-
ing and restoring the processor registers, updating
the system clock and checking the ready task list.
Another disadvantage with this approach is that
there is a possibility of missing the timer interrupts
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Figure 2: Timing diagram of external timer-based time management

if the interrupts were disabled or the interrupt pro-
cessing gets delayed due to operations such as DMA
and cache misses.

The main factors that constitute the delay in
updating the system clock are the following:

1. jitter in the timer interrupt signal due to fre-

quency drifts,

2. the interrupt latency of the processor, and

3. the execution time of the interrupt service rou-

tine.
Figure 2 shows the timer interrupt signal and these
delays in a typical external timer-based system.
Moreover, in modern high performance processor
architectures, the interrupt latency and the execu-
tion time of the interrupt service routine itself are
often hard to predict[18, 19].

An alternative approach is to use a pro-
grammable interval timer, which is commonly used
for scheduling tasks in time-based real-time operat-
ing systems [2]. In this approach, an interval timer
is loaded at each task scheduling instance with a
new interval equal to the duration of task’s execu-
tion time-slot. The timer generates an interrupt
at the end of the interval to invoke the scheduler
again to schedule the next task from the ready list.
The main advantage of this method over the timer-
tick approach is the better time granularity of the
scheduling clock, because the granularity depends
only on the frequency of the clock signal used to
drive the timer and width of the timer register.
However, this scheme also has a similar disadvan-
tage of losing the time between the initiation of
the timer interrupt service routine and reloading of
timer register with new interval, due to DMA op-
erations, cache misses or higher priority interrupt
processing. A possible solution to this problem is
to modify the timer to allow the new interval value
to be added to the current count-down register con-
tents [6]. Another solution is to use a second reg-

ister to automatically load the next interval value
to the timer register, as in the VAX-11 computer
systems [20]. In addition to the errors that can
occur in the time keeping mechanisms mentioned
above, the basic source used to drive the timer itself
can generate errors due to drift. Even though the
add-timer and second register method apparently
solves the problem of updating the system clock for
scheduling purposes, these solutions do not address
issues such as providing the current time to the
applications at any instant for time-stamping pur-
poses and automatic compensation for clock drifts.

It is clear from the above discussion that the ex-
isting time management approaches are not capa-
ble of providing the fine time granularity, accuracy
and flexibility demanded by today’s real-time com-
puting systems. The problem with the existing so-
lutions is that they address and solve the problems
separately, resulting in solutions that often fail to
provide the timing guarantees.

3 Time Management Unit Architecture

The proposed time-management unit works in
parallel with the CPU without using any of the
computational resources of the processor. The ar-
chitecture of the time management unit is shown in
Figure 3. It consists of a set of registers accessible
to the CPU, a Limit register and associated logic.
A drift-free clock signal is derived from the clock
source using a Rate Adjustment Unit. The clock
source can be the internal clock used in the pro-
cessor itself or a stable external clock source such
as a crystal oscillator. The Rate Adjustment Unit
consists of a frequency divider (counter) for scaling
down the input clock source frequency and a phase
adjustment counter to apply corrections for small
changes in frequency. The Rate Adjustment Unit
makes necessary corrections to nullify any changes
in the frequency of the clock source due to drift



(see section 4).

The system time is maintained in the Physi-
cal Time register, which is a 64-bit counter incre-
mented at a rate specified by the output clock fre-
quency of the Rate Adjustment Unit. The granu-
larity of time maintained by the system is therefore
defined by the output clock frequency of the Rate
Adjustment Unit. For example, a 64-bit register
can represent a time span of millions of years and
provide a time granularity of the order of 1/10"
of a micro second with a 10 MHz clock derived us-
ing the Rate Adjustment Unit. The Physical Time
register can be accessed by system software as a
CPU register to read or modify its contents. The
system time Ts is compared with a Limit register
T7, at each processor clock cycle and an interrupt
is generated when the condition Ts > Ty, is satis-
fied. This interrupt signal can be used for real-time
task scheduling and precisely initiating time-based
events. The interrupt signal will be reset only when
the Limit register is modified.

The user accessible registers of the proposed
time management unit is shown in Figure 4. All
the registers except the Rate Divisor register and
Mode Selector register are 64-bit registers. There
are three modes of operation for the proposed time
management unit, based on the way in which the
Limit register content is updated. The modes can
be selected by writing appropriate control words in
the Mode Selectorregister. The modes of operation
are described below:

Absolute time mode: This mode may be used
for scheduling tasks precisely at a given ab-
solute time. The time at which the interrupt
is to be generated is specified in the Absolute
time register, which is accessible to the CPU.
In this mode, the Limit register is loaded with
the contents of Absolute time register and at
each processor clock cycle it is compared with
the current physical time.

AT mode: This mode is intended for generating
precise delays by emulating a one-shot timer.
The desired delay time is specified in the AT
register. In this mode, the Limit register will
be loaded with the sum of the current contents
of the Physical Time register and AT register,

in the next clock cycle after the the AT regis-
ter is updated. The idea is to prevent any loss
of time as in timer tick-based approach.

Auto-reload mode: In this mode, after generat-
ing the interrupt, the Limit register is auto-
matically loaded with a new value similar to
the AT mode. The new value of the Limit reg-
ister is generated by adding the current con-
tents of Limit register and the AT register.
For example, if T's is the physical time (the
contents of the Limit register) at the instant
when the interrupt is generated, and AT is the
delay time, then the comparator will generate
the next interrupt after Ts + AT seconds. The
main difference between this mode and the AT
mode is that in this mode the changes in AT
register will be effective in the cycle after the
interrupt. The idea is to eliminate the delays
(refer to Figure 2) that would have occurred in
the AT mode if the same functionality is im-
plemented making use of the timer interrupt
service routine to load a new time interval af-
ter each interrupt. This mode can be used
to implement very accurate time-based sched-
ulers such as the one used in the Maruti hard
real-time operating system [2].

Absolute Time
AT
Physical Time
Event Time #0
Event Time #1

Rate Divisor Compare current time with:

Absolute Time register

Mode Selector

= Physical time + AT

— Limit register (Auto-reload mode)
Figure 4: Time Management Unit Registers

The proposed time-management unit also pro-
vides an accurate mechanism to time-stamp events
— the current physical time can be read into one
of the Fvent Time registers using a single register
transfer instruction in one cycle. The same opera-
tion can also be initiated by an external interrupt
signal. This facilitates accurate time-stamping of
external events without interfering with the CPU
computations. In the next section, we explain how
to make use of this feature to implement accurate
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clock synchronization algorithms.

4 Support for Clock Synchronization

The essential requirements of a clock synchro-
nization algorithm for distributed real-time sys-
tems can be found in [10, 6].
acteristic of all clock synchronization algorithms is

A common char-

that each node periodically computes the devia-
tion of its local clock from a global time base [11].
These clock synchronization algorithms make use
of the knowledge about the local clocks of other
nodes or a master node in the system to compute
the corrections to the local clock. Time stamped
packets are used for exchanging the current time of
the local clocks in the system. But, in a distributed
system, there is a large variability in the amount
of time taken between the instant at which a mes-
sage is submitted for transmission at the sender
node to the time at which it is processed at the
receiver node. This jitter associated with the mes-
sage passing may be attributed to the dynamics
of the network and the processing delays at the
sender and destination nodes. For example, the
Ethernet protocol can introduce certain amount of

uncertainty which increases with the network traf-
fic [21]. However, by choosing protocols such as
TDMA to pre-allocate slots for time message pack-
ets, the variability due to the network dynamics
can be bounded [22, 2]. However, the jitter per-
sists due to the unpredictable processing delays at
the nodes resulting from operations such as non-
preemptable interrupt processing, DMA and cache
misses. It is clear from the above discussion that
regardless of the algorithm used for clock synchro-
nization, the accuracy of the technique is affected
by the time stamping operation at the sender and
receiver nodes. Clearly, a mechanism is needed to
accurately time-stamp the packets just before they
are transmitted at the sender and as soon as they
arrive at the receiver. The proposed time man-
agement unit provides such a mechanism to solve
this problem by automatically time-stamping the
packets. The packets are time stamped on arrival
making use of the interrupt signal from the network
interface card without any processor intervention.
The current physical time will be latched in the
Event Time register by the interrupt signal, which
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may be used to accurately time-stamp the arrival-
time of the packets. Similarly, the Physical time
register may be read for time stamping the packet
just before they are sent. Thus, with the help of
the proposed time management unit, without using
any external hardware, the packets can be accu-
rately time-stamped to implement clock synchro-
nization algorithms. Moreover, the Absolute Time
mode of the proposed time management unit can
be used for precisely scheduling the send time of
the time messages.

In addition to the errors due to the jitter in
the message passing, the basic clock source itself
can generate errors due to drift. This drift in the
frequency of the clock source, due to temperature
variations and aging, must be corrected. A dis-
crete correction applied to the Physical Time reg-
ister may cause the local clock to instantaneously
leap forward or be set back and then run at the
previous rate, thereby violating the monotonicity
property. This problem can be avoided by amortiz-
ing (i.e., spreading out) the correction continuously
over a time interval and this clock adjustment tech-
nique is called amortization [11]. The Rate Adjust-
ment Unit implements this technique in hardware
to avoid any abrupt “jumps” in the local clock.

A frequency divider making use of a simple bi-
nary counter may not be sufficient to derive the
desired output frequency accurately from the clock
source. This is because of the truncation errors
in the approximation of the scaling factor to an
integer value. However, it is possible to derive a
fairly accurate output clock signal by changing the
width of a few clock pulses out of a fixed num-
ber of clock pulses periodically, so that the average
frequency of the output signal is very close to the

required value. The Rate Adjustment Unit makes
use of this technique to derive the desired clock
frequency. The unit consists of a frequency divider
(counter) for scaling down the input clock source
frequency and a phase adjustment counter! to ap-
ply phase corrections as shown in Figure 5. Very
small changes in output frequency are taken care of
by re-loading the frequency divider with a slightly
higher or lower count than the normal count at a
rate specified by the phase adjustment counter. If
F is the frequency of the clock source and f is the
desired output clock frequency, then the normal
scaling factor of the frequency divider is given by
n = [F/f]. If Fis not an integer multiple of f,
then the frequency divider is loaded with a modi-
fied scaling factor n’ = n 4 k at every m!* output
clock cycle, where k is an integer constant, and m
is the phase adjustment rate. m may be computed
using the following relationship.

(1-=m)n+mn = —
f

Most of the time, at the time of re-synchronization,
only the phase adjustment count n’ and the phase
adjustment rate m, needs to be updated. The soft-
ware can access the Rate Divisor register to update
the parameters n, n’ and m.

5 Related Work

The importance of time management in real-
time systems has been identified by researchers for
quite some time. The problems with the interval
based timing mechanisms and the lack of coordi-
nation between the hardware timers and software
were discussed by Volz and Mudge in [6]. They
suggested the use of absolute time as a solution
and proposed an instruction level timing mecha-
nism to maintain absolute time. They have also
mentioned the idea of placing the timing functions
on the CPU chip for scheduling applications. In
contrast, the architecture we have proposed is more
versatile and generic in nature — the support for
instruction-level scheduling is one of the several fea-
tures of the proposed architecture. Even though
our architecture supports the absolute time repre-
sentation mentioned in [6, 23], it is not restricted

!The counter is called the phase adjustment counter be-
cause the counter changes the width or the phase of the
output signal by a small amount.



to any specific format in which the time is repre-
sented.

The Mars project [22, 10] makes use of pro-
prietary network interface logic based on a clock
synchronization unit chip to automatically gener-
ate time-stamps. Schossmaier and Loy proposed
a similar ASIC for supporting external clock syn-
chronization [24]. Both the schemes provide most
of the functionality required by a time management
unit. However, both of them suffer from the draw-
backs of external timer-based approach and also
are not portable because they are designed for a
specific system. In contrast, our solution is trans-
parent to the external hardware and the network
interface logic used in the system, thereby mak-
ing it easily portable to different platforms. The
basic idea of the rate adjustment scheme for deriv-
ing clock signal proposed in this paper is similar to
the adjustable rate clock scheme proposed by Volz
etal. for clock synchronization in IEEE 896 Fu-
turebus+ systems [23]. The differences are mainly
of hardware implementation details.

Baek etal. proposed a hardware-based clock
synchronization technique for synchronizing the
clock signals [15]. Their technique implements a
modified version of the interactive convergence al-
gorithm CNV [13] and they assume that the ac-
tual clock signals are available for skew measure-
ments. However, their scheme is not suitable for
large distributed systems because of the problems
(such as clock skews and signal-to-noise ratio) as-
sociated with distributing the high frequency clock
signal over large distances. Recently, Fetzer and
Cristian proposed an external 64-bit counter based
scheme which make use of GPS signals to synchro-
nize clocks [25].

The hardware-assisted software clock synchro-
nization scheme proposed by Ramanathan ef al.[14]
makes use of an algorithm similar to CNV for a
distributed system with point-to-point intercon-
nection topology. They emphasize the algorith-
mic aspects than the implementation issues. The
resolution of their technique for applying correc-
tions to the logical clock at nodes is limited by
the frequency of the clock source. Also, the scal-
ing factor of their scheme can assume only a fixed
integer value.
compensate for very small variations in frequency.

As a result, their scheme cannot

Our architecture, in contrast, is aimed at pro-
viding mechanisms for efficient implementation of
distributed clock synchronization algorithms with
minimum software overheads and better accuracy,
rather than implementing a specific algorithm in
hardware.

6 Conclusion

In this paper we have proposed an accurate time-
management unit architecture for real-time proces-
sors. We have shown that the proposed time man-
agement unit can be incorporated into any proces-
sor microarchitecture with little extra logic. The
basic idea behind the proposed time management
unit is to exploit the parallelism between the time
management functions and the normal CPU oper-
ations of the processor, at the same time providing
an instruction-level interface to a system clock of
fine granularity. We believe that moving the time
management functionality into the processor will
greatly help to generate better solutions in terms
of performance, simplicity and maintainability.
Future Work: In order to exploit the potential
benefits of the proposed on-chip time-management
unit, the microarchitecture of processor must pro-
vide a deterministic instruction-level mechanism to
interact with the time-management unit hardware.
Unfortunately, it is hard to predict the delay be-
tween instruction issue and retirement in modern
out-of-order issue superscalar processors. There-
fore, on such processors a special instruction, such
as RDTSC of Pentium Pro [3], for reading the cur-
rent physical time into an event time register is
not sufficient, unless there is a mechanism to en-
sure that such special instructions can be executed
within a deterministic time interval [19]. We plan
to address this problem at the microarchitecture
level in our future research.
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